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Overview

= Introduction
= Universal hashing
= Perfect hashing
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The dictionary problem

Given: Universe U = [0...N-1], where N is a natural number.

Goal: Maintain set S < U under the following operations.
e Search(x,S): IsxeS?

* Insert(x,S): Insert x into S if not already in S.
 Delete(x,S): Delete x from S.
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Trivial implementation

)

Array A[0...N-1] where Alll=1 < 1€ S

Each operation takes time\O(1) but the required memory space i§ O(N).

Goal: Space requirement O(|S|) and expected time O(1)

per operation.
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ldea of hashing

Use an array of length O(|S]).

Compute the position where to store an element using a function
defined on the keys.

Universe U =[0...N-1] m = O(S1)
Hash table Array T[O...m-1]
Hash function h: U — [0...m-1]

Element x € S is stored in T[h(x)].
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N=100; U=[0...99]; m=7; h(xX)=xmod7;, S=4{3, 19,22}

Example

0
1 22
2

Q@ 3 JelibeH
4
5 19
6

If 17 is inserted next, a collision arises because
h(17) = 3.
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Possible collision resolutions

Hashing with chaining: T[i] contains a list of elements.

Hashing with open addressing: Instead of one address for an
element there are m many that are probed sequentially.

Universal hashing: Choose a hash function such that only few
collisions occur. Collisions are resolved by chaining.

Perfect hashing: Choose a hash function such that no collisions
occur.

YA S Ysw ok fhe s
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ldea: Use a class H of hash functions. The hash function h € H actually
used is chosen uniformly at random from H.

Universal hashing

Goal: For each S c U, the expected time of each operation is O(1 + f3),
where 3 = |S|/m is the load factor of the table.

Weck cone O Aot b )
| S1

Cepederio: 0(E) = G (f)

Property of H: For two arbitrary elements x,y € U, onlyufewv
h € H lead to a collision (h(x) = h(y)).
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Universal hashing

Definition: Let N and m be natural numbers. A class
@g{ h:[0...N-1] —[0...m-1]} is universal if for all

Xy e U=[0...N-1], x=#y:

Col A geon F‘{ kl\/

[{he H h(x)=h(y);|_1
|H | om

N/,

Intuitively: An h chosen uniformly at random is as good as if the
table positions of the elements are chosen uniformly at random.
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A universal class of functions

Let N, m be natural numbers, where N is prime.
For numbers@e {1, ... , N-1} and(p € {0, ... , N-1}, let

: U =[0...N-1] — {0, ... , m-1} be defined as:

@(x): ((ax + b) mod N) mod m
D= hay @+ ae{t . Nal Loe o Nl
|Kl= (N-p)- N

Theorem: H={h,, (X)| 1<a<Nand0<b <N}isauniversal class
of hash functions.
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Proof [{hw ° hay
N-(N-1) p>o 2.5

N.(R-2) pes 17

o pasr (9,v) occun (Wi
Consider a fixed pairx, Ywith x #y . A
hap(X) = ((ax+b) mod N) mod m  h, ,(y) = ((ay+b) mod N) mod m

.t 1. Pairs (qg,r) with g = (ax+b) mod N and r = (ay+b) mod N

;ﬁf: for variable a,b take the whole range 0< q,r <N with g=#r
MM o= 7” r = (‘Z)C-I-_L) - (A7+L) s N= Q()C—Y}%oclkf =) R'C)(,.Yv):c. N
welin @ =0 q=r implies a(x-y) = cN z:it"ﬂ 4 ;FWZ
T < - La sy~
e -- different pairs a,b yield different pairs (q,r). € (X,ﬂé,\,j
3 (&Ja), (&/,L()(ax+b) mod N = q (ay+b) mod N =r j 8\(){~7) amad N = ?-v
he 997 e Ma’x+b") mod N = g (@y+b) MOd N =1 ¢' (x-9) sl &= 7- v
L= amply (a-a’)(x=y) = cN _
heb=b IMPlY (@-8')(X-Y) (e (o) et = ©
N [ et .[Z
la-<'| £ N—y
[x-71 £ N-4
11
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Proof

Fixed pair X,y with x #y .

h, ,(X) = ((ax+b) mod N) mod m h_,(y) = ((ay+b) mod N) mod m
, z 1 ) , Nl

2. How many pairs (q,r) with g = (ax+b) mod N and r = (ay+b) mod N
are mapped into the same residue class mod m?

For a fixed q, there are only (N-1)/m numbers r, with

—————

amodm =rmodm and a =r.

7 /I«L(oo‘(bu,

7’*\« w\w(w\, 7-—144_1,4“,,(“,\
?-{-ZW\ wood n 7,_21‘“&0,,(%

— |{he H:hx) =h)} < N(N-1)/m = [H//m

/——Af___‘_’—\

=) H M & umni Sl odany )
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Analysis of the operations

Assumptions: 1. his chosen uniformly at random from a
universal class H.
2. Collisions are resolved by chaining.

For he H and xyy € U let
MY =

1 h(X)=h(y)andxzy colleion
O otherwise

0, (X, y) = {

S U

0,(X,S) = ZyeS J,(X,y) is the number of elements in T[h(x)]
Same prnhon aq x

different from x when S is stored.
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Analysis of the operations

h fixed, S fixed LN
— 4
= Search(x, S) /. T (/IWQ(%.S)}
he R
4+ &, (x,S)

= Insert(x, S)
A cgk (k( 5)

= Delete(x, S)
A4 9, (3 S)
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Theorem: Let H be a universal class and S c U =[0...N-1] with |S| = n.
1. Forany x € U:

Analysis of the operations

1+n/m X¢ S “
L S a+6,x,9) < <A
|H | &5 1+(n-)/m xe S y
./{Oav( ’[-qc(@,
2. The expected time of the operations ‘Search’, ‘Insert’, and ‘Delete’ is

O(1 + B), where B = n/m is the load factor.
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Proof
Dot
1. Z(1+5h()<, S)) _l H |+225 (X y) sk ko= kel < N(
1{ k
her - heH,yi/ﬁ Humlmm
=|H I%Zﬁ (X Y)
ye
§h(><,><)=o
<|H |+ w
cs\xy M
JIHI@rn/m)  xeS
“IHI@+(n-)/m) xeS
2. Follows from 1. .-
¥
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